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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
HoctynHocTh

3ammta uHpOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

Wudopmanmonnble
TEXHOJIOTHH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

O06paboTka nepcoHaTbHBIX
JTAHHBIX

TepMuHBI U onpeeIeHUA

JleiicTBUS 1O TPOBEpPKE MOMJIUHHOCTH CYObEKTa JOCTyIa
B MH(OPMAITMOHHON crcTeMe

CocrosiHME — 3alIMINEHHOCTH HWHGOPMANWW, TPU KOTOPOM
o0ecrieueHbl €€  KOH(QUICHIMAIBHOCTb,  JIOCTYIMHOCTH
U IIETIOCTHOCTD

WNudopmanmonHas cucrema, co3iaBaeMasi B IeJIsIX pealn3anun
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHust oOMeHa uWHpoOpMaLUEHd MeXAy OSTUMH
OpraHam, a TaKKe B MHBIX YCTaHOBJICHHBIX (heleparbHBIMU
3aKOHAMHU IeJIsX

Bo3mokHOCTB MOTyueHust UHGOPMAIMK U €€ UCIOIb30BAHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUUYECKUX CPEICTB M HWH(OPMALMOHHBIX TEXHOJIOTHI
obecrieunBaTh OECHpPENATCTBEHHBIM OOCTYN K HWH(pOpMalnuu
CyObEKTOB, UMEIOIIMX Ha 3TO MOTHOMOYHS

3amuTta MH(QOpPMALMK, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
HOJTYYEHHUs 3alluIaeMold MHPOPMaLUU 3aMHTEPECOBAHHBIMU
CcyObeKTaMHi C HapyIICHHEM YCTAHOBJICHHBIX HOPMAaTHBHBIMU
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaIMU TpaB WM TPABWI pa3rpaHUYCHUS JOCTYIa
K 3allMInaeMoi nHdopmaruu

Wudopmanusi, sBIOmMasICcS MPEAMETOM COOCTBEHHOCTH
U TIOJUIeXAalas 3alluTe B COOTBETCTBUU C TpeOOBaHUAMU
MIPABOBBIX JTOKYMEHTOB WIH TpeOOBaHUSIMH,
yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
u (WIM) CcpaBHEHUE TMPEIBABISEMOro HIEHTU(UKATOpA
C TepeyHeM MPUCBOCHHBIX HICHTH()HUKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHBIE JOKYMEHTBI M OT/EIbHBbIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBl W MAacCHUBbl  JIOKyMEHTOB, COAepXaluecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JIPYTIUX
BHJIOB)

[Iporeccer, mMeroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MpeIOCTaBIEHUS, pacIpOoCTpaHEHUs] UHPOPMALIUU U CIIOCOOBI
OCYILIECTBIICHUS TAKMX MPOILECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
OT ()OPMBI KX TIPE/ICTABICHUS

[IpocTpancTBO  (TeppuTOpHsi, 34aHHE, YacTh  3JaHMUS),
B KOTOPOM HCKIIOYEHO HEKOHTPOJIMpYyeMoe MpeObIBaHUE JIHII,
HE WMCIOUIMX TOCTOSHHOTO WJIM  pa3oBOr0  JOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K OIpeaeneHHol uHdopmaluu, TpeOOBaHHE HE MepeaaBaTh
Takylo HUHQOpMAIMIO TPETbUM JHIlAaM ©0e3  coriacus
ee obnanaTens

JeiicTBus (omeparyu) ¢ NepCOHAIBHBIMU JaHHBIMHU, BKITIOYAs
cOop, cucTeMaTH3alMI0, HAKOIUIEHUE, XpPaHEHHE, YTOUYHEHHE
(oOHOBIIEHHME, U3MEHEHHUE), UCIIONb30BAaHUE, PACIPOCTPAHEHUE



Omnepatop

[IepconanbHbIE TaHHbBIE

Yrposa 6e3omacHocTH
uHpOpMAITUU

Va3BUMOCTE

[lenocTHOCTD

(B TOM umcie rmnepenavy), OOe3IMYMBAHHE, OJIOKUPOBAHME,
YHUUTOKEHHUE TIEPCOHATBHBIX TaHHBIX

IFPXAAHUH WIM IOPUAMYECKOE JIMIO, OCYLIECTBIISIOLINE
JESITeIbHOCTh 10 3KCIUTyaTalluil MH()OPMAaLMOHHON CHCTEMBI,
B TOM 4YHcle 1Mo o0paboTke HH(pOpMAIUU, coaepKalencs
B ee 0a3ax JaHHBIX

Jrobass mudopmarmsi, OTHOCSIIASCS K MPSIMO WM KOCBEHHO
OTIpe/IeTICHHOMY HJIU OTpefiensieMoMy GU3UUECKOMY JTUILY
CoBOKYNHOCTh ~ ycIOBUH ¥ (DakTOpOB,  CO3JAIOLIMX
NOTEHIHATBHYIO W peasibHO CYILIECTBYIOILYIO
OIaCHOCTb, CBA3aHHYO  C  yTeukod  uHGpoOpManuu
W/WIM HECAaHKIIMOHUPOBAHHBIMU H/WIIM HEMpPeaHAMEPEHHBIMU
BO3JECHUCTBUSIMU Ha HEe

Henocrarok (cmaboctn) MIPOrpaMMHOTO
(IporpaMMHO-TEXHUYECKOT0) CPEICTBA HIIK WH(HOPMALIMOHHON
CUCTEMBl B II€JIOM, KOTOpBIH (KOTOpasi) MOXET OBbITh
UCIOJb30BaHa I peanus3aluu  yrpo3  0Oe3o0macHOCTH
uH(popMaIu

YcroitunBocTh  MHQOpPMAIMM K  HECAHKIMOHWPOBAHHOMY
WJIU CITY9aifHOMY BO3JICHCTBUIO Ha HEe B Mporecce 00padboTKu
TEXHUYECKUMHU CPEJICTBAMH, PE3YJIbTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHUE U UCKAKEHUE HHPOPMAITIH



I'OCTP
IHonutuka

I'BJIOY

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

Tl'ocynapcrBennsbiit crannapt Poccuiickoit deneparuum

[Nonmutuka wuHoOpMannoHHOM O6e3omacHOCTH ['OCynapCTBEHHOTO
OIO/DKETHOTO  JOUIKONBHOTO  yYpexAeHus JeTckuil cam Ne3
[Ipumopckoro paiiona Cankr-IleTepoypra

lNocynapctBenHoe OMOJKETHOE JIOIIKOJIBHOE 00pa3oBaTEIbHOE
yupexaenusie nerckuid cax Ne3 Ilpumopckoro paiiona CaHkt-
[TerepOypra

OenepanbHas cnyxkoba 6e3onacHoctn Poccuiickoit deneparuu
OenepanpHas ciiyx0a o TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOITIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  COOOMU
CUCTEMAaTU3UPOBAHHOE M3JIOKEHUE Lieel U 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIU
HECKOJIbKO MPaBUJI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOISIIMX MPUHIIUIIOB, KOTOPBIMH
pykoBoacTByeTcst ['ocynmapcTBeHHOE OFODKETHOE JIOMIKOJIBHOE 00pa3oBaTelbHOE YUPEKICHHE
nerckuit cag Ne3 [lpumopckoro paiiona Cankrt-llerepbypra (mamee — I'BJIOVY), a Takxke
OpPTraHU3AIMOHHBIX, TEXHOIOTHYECKUX M MPOIEAYPHBIX aCleKTOB obecreueHusi WH(OpMarmoHHON
6e30MacHOCTH.

[Tonoxenus  Hacrosimert  [lomuTWkM  HE  pacmpocTpaHSIOTCS Ha  oOecredeHue
HH(POPMAITMOHHOM 0€301TaCHOCTH CBEJICHU, COCTABJISAIONINX TOCYIapCTBEHHYIO TalHY.

OcHoBHOW 3amayeid B obOmactu uHpopmarmonHoi OezonmacHoctu I'BJIOY  mnpusnaer
COBEpPIICHCTBOBAaHHE MEpP W CPEACTB O0ECIEUEHHUs 3alMThl WH(POpPMAIUU HH()OPMAIIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHS 3aKoHojaTenbcTBa Poccuiickoit denepanuu U HOPM
perynupoBanusi MHGOPMAIIMOHHOM NEATENHHOCTH B TEKYHIUX YCIOBHUSX (DYHKIIMOHUPOBAHHS
UH(POPMAITMOHHOTO TIOJISL.

[Ipu pazpaborke [loUTHKHM yUUTHIBAIMCh OCHOBHBIE MPUHLIUIIBI CO3/IaHUS CUCTEM 3aLIUThI
uHpopMaIuu,  XapaKTepUCTHKM U BO3MOXKHOCTH  OpPTaHHM3AI[MOHHO-TEXHUYECKHUX  MeEp
¥ COBPEMEHHBIX IMPOTrPAMMHBIX U alllapaTHO-IPOTPAMMHBIX CPEJICTB 3aIUThI HH()OPMAIIUH.

B pamkax cBoeit gaesarensHoctu ['BJIOY 00s3yeTcs mpeaAnpuHUMaTh BCE BO3MOXHBIE MEPHI
JUIS 31U ThI HH(OpPMAIIUU OT Yrpo3 0€30MacHOCTH HH(GOpMAITHH.

TpeboBanus wuH(pOpMAIIMOHHONH OE30MaCHOCTH, COOTBETCTBYIOT IIENSIM JESTEIbHOCTH
I'BAOY u npenna3HaveHbl Ui CHUKEHHUS PUCKOB, CBA3aHHBIX C pealn3alueid yrpo3 0€30macHOCTH
uHpopmaruu.

[Monutuka gocTynHa BceM paboTHHKaM KoMuTeT 1 BceM Moiib30BaTessiM €ro pecypcoB.

2 IEJIA U 3AJJAYH OBECHEYEHUA HH®OPMAIIMOHHOM BE3OITACHOCTH

CyO0bexTbl HHGOPMANMOHHBIN OTHOIIEHUI

CyObexTamu nipu obecriedeHnn nHpopmarmonHoit 6e3onacioctu B ['BIOY sBnstores:

paborauku I'BJIOY (B TOM uncie yBolieHHBIE);

rpaxaaHe, paboTarolue Mo J0roBopaM rpak 1aHCKO-TIPAaBOBOI'0 XapaKTepa;

¢usnyeckue MIA, MPEJACTaBUTENM KOHTPAareHTOB B pPAaMKaxX MCIIOJHEHHUS JIOTOBOPHBIX
0053aTeIbLCTB;

dbuzmveckue mia, nogasime odpamenue B aapec [ bJI0Y;

IOPUIMYECKUE JIMLA, B PAMKaxX HCIIOJIHEHHs JOTOBOPHBIX 0053aTENbCTB UM BO HUCIOIHEHUHU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENLCTBA Poccuiickoit denepanuu;

O0beKThI MHPOPMALMOHHBIX OTHOILEHUI

OO6bexTamMy HHPOPMALMOHHBIX OTHOLICHUN SBISIOTCS:

uHpopmanmonnsie pecypcsl ' B0V,

mpoueccel  00pabotku  uH(opmanuu B uHpopMmanumoHHbIX  cucremMax ['BJIOY,
UH(GOPMAIIMOHHBIE TEXHOJOTHHU, periaMeHThl U Mpoueaypsl coopa, o0pabOTKH, XpaHEHHS
¥ Tiepeaun HHPOpMaIum;

nHpopManmoHHass HWH(PPACTPYKTypa, BKIIOYAIONIAS CHUCTEMBI 00paOOTKH, XpaHEHUs
U aHanu3a nHpopMalluu, IporpaMMHbIE U IPOrPaMMHO-AIapaTHBIE CPEJICTBA, B TOM YHCIIE KaHAIIbI
CBSI3M U TEJIEKOMMYHUKALIUH;

CUCTEMbI U CPEJICTBA 3alUThl HH(OPMALUU, OOBEKTHI U TOMEUICHHS], B KOTOPBIX Pa3MellEHbI
cpencTBa 00paboTKu HHGOPMAIIHH.

Lenau o0ecneyenust uHGpOPMALIUOHHON 0€30NIACHOCTH

OcHoBHOI 11eTTBI0 OOecTieueHus nHdopmarmonHoi 6ezonacuoctu ['bJIOY sBnsroTCS nencTBust
HaIpaBlieHbl Ha JOCTH)KEHHE 3alUThl CYObEKTOB MH(GOPMAIIMOHHBIX OTHOIIEHUN OT BO3MOKHOIO
HAaHECEHUS MM MaTepUaIbHOr0, (U3NUYECKOro, MOPAJBHOI'O0 MM HMHOro yuiepda, MmocpeacTBOM
CIIy4aifHOT O WIH IpeHaMEePEHHOr 0 BO3/IEMCTBUS Ha UHpOpMAITHIO,
B TOM YHCIIE!



obecrieueHus OTKa30yCTOWYMBOIO (yHKIIMOHMPOBAHUS IIPOrPaMMHBIX
U annapatHo-nporpaMMHbIx cpeactB I'B/IOY u npenocraBisieMbIX CEpBUCOB;

COOJIIOZICHHUS TPAaBOBOI'O0 pPEXHMMa HCIIONB30BAaHUS MACCHBOB M CPEACTB  00pabOTKH
nHpopMaiuu;

NPEJOTBPALleHHsT pealnu3allud Yrpo3 0e30macHOCTH HH(OpMalMM HpPU  OCYLIECTBICHUU
nestenbHOoCcTH ['BIOVY.

3agaun odecneyeHus HHPOPMALMOHHOH 0€30MACHOCTH

Joctuxenue nenei odecrniedeHnss HHGPOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAaIHH,
I'BJAOY pemraercs crneayromMu 3a/1a4aMu :

3alIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH()OPMAITMOHHBIM pecypcam;

pasrpaHMUYeHMsI JOCTYIa MOoJIb30BaTeNnel K MHQOPMaIMOHHBIM, alMapaTHbIM, IPOrPAMMHBIM
Y MHBIM pecypcawm,

pEruCTpalliil W TEPUOAUYECKOr0 KOHTPOJIS JCHCTBUU IOJIb30OBaTelIe mpu 00paboTKe
3anMIaeMoi nHdopMaly U NepUOJUUECKII KOHTPOJIb KOPPEKTHOCTH UX ACHCTBHIH;

KOHTPOJISI LIEIOCTHOCTH CpPEIbl HCIIONHEHHUS TPOrpaMM M €€ BOCCTAaHOBJCHHE B Cllydae
HapYIICHHS;

obecriedeHuss ayTeHTU(UKAUUM W MJICHTU(UKALUK  [0Jb30BaTeNel, y4acTBYIOLIUX
B MH(POPMAIIMIOHHOM OOMEHE;

obecrieueHust UCTIPAaBHOCTH IPUMEHSIEMBIX B WH(POPMAITMOHHBIX cucTeMax
I'BAOY cpencts 3amuThl HHpOpMAIUK;

CBOEBPEMEHHOI'0 BBISIBJIGHHE MCTOYHHKOB YIpo3 Oe30MacHOCTH HH(OpMAIH, NTPUYHH
W YCIIOBHH, CIHOCOOCTBYIOIIMX HaHECEHHIO  ymiepda  3auHTEPECOBAaHHBIM  CyObeKTam
MH(GOPMALMOHHBIX OTHOIIEHUH;

CO3JITaHMEM CITy>KObI MOHMTOPWHIA M pearupoBaHUs Ha yrpo3bl 0€30MacCHOCTH MH(OpMaIUU
Y HETaTHBHBIE MTOCTIC/ICTBHS;

CO3JIJaHMEM YCIIOBHMH JUIi MUHUMH3AIMM HAHOCUMOTO yliep0a HelpaBOMEpHbIMU JEHCTBUSAMM,
U yCTpaHEeHHeE MOCIeICTBUI HapyleHus nH(opMalmoHHo# 6e3omacHoctd B I'B/IOY.

Pemenue BoienepeurciaeHusix 3a1a4 B I'BJIOY ocymiecTBisiercs mocpeacTBoM:

yueTa Bcex MOUIekKaIUX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

Ha3HAYEHUS U MOJTrOTOBKON pabOTHUKOB, OTBETCTBEHHBIX 332 OPraHMU3allMI0 U OCYLIECTBICHHE
MepONpUATHIL 10 obecnieueHn o nHpopMamonHoi 6ezonacHoctd B I'BJI0Y;

HaJIEeHUsl KaXA0ro pabOTHUKA MHUHMMAJIbHO HEOOXOAMMBIMU IIpaBaMHM Ipu pabore
B MH(OPMALMOHHOM HHPPACTPYKTYPE COIIACHO UX JOJKHOCTHBIM O0sI3aHHOCTSIM;

COOJTIOZICHNST BCeMU paOOTHHUKAMU, SKCIUTYaTUPYIOUIUMH U OOCITYKUBAIOIIMMHU TIPOTrPaMMHBIE
U [pOrpaMMHO-aNIapaTHble  CpeICTBA, TPeOOBAaHMM  OpPraHU3aLMOHHO-PACIOPSAUTENbHBIX
JOKYMEHTOB I10 BOIpocaM o0ecreyeHus nH(HOpMAIIMOHHON 6e3011acCHOCTH;

MIEPCOHAIBHON OTBETCTBEHHOCTHIO KaXKJOT0 pAaOOTHHKA 3a CBOM JICHUCTBUS, yYaCTBYIOIIETO
B paMKaX CBOMX (PYHKLHMOHAIbHBIX OOS3aHHOCTEH B Ipoleccax aBTOMaTH3MPOBAHHOW 00pabOTKH
MH(GOPMALIMU ¥ UMEIOIIET0 JOCTYII K pecypcaM MH()OPMAITMOHHBIX CUCTEM;

peanu3anyell TEXHOJOTHYECKUX IPOILECCOB 00paboTKu WHQPOPMALUU C HCIIOIB30BaHUEM
KOMIUJIEKCOB ~ OpPIaHM3allMOHHO-TEXHWYECKUX Mep 3allUThl IMPOrpaMMHOro  obOecredeHus,
MIPOrpaMMHO-aNapaTHBIX CPEICTB;

MPUHATHUS MEP MO 00ECTICYCHUIO (PU3UIECKOM IIETOCTHOCTH TPOTrPaMMHO-alapaTHBIX CPE/ICTB
MH(pOPMALMOHHBIX CUCTEM U NOJ/IepKaHUEM HEO0XO0IMMOI0 YPOBHSI 3aILUIIIEHHOCTH KOMIIOHEHTOB;

UCIOJIb30BAaHUSI POTPAMMHBIX M IPOrPaMMHO-AIMAPATHBIX CPEICTB 3alUThl MH(POPMALUU
obopabarsiBaemom B 'BJIOY;

KOHTPOJsI ~ COONIONEHHUS  IOJb30BaTE€IsIMM  HMH(OPMALMOHHBIX  CHUCTEM  TpeOOBaHMMH
1o obecreyeHno NHPOPMAITHOHHOM 0€30MaCHOCTH;

npoBeeHus aHam3a () (PEKTUBHOCTH MPUHATHIX MEpP 3alIUTHl MHPOPMAIIUH U TPHUMEHSIEMBIX
cpencts 3ammThl HGopMmaruu B 'BJIOY;



3 MPUHIMIIBI OGECIEYEHUA HH®OPMAIIMOHHOMN BE3ONMTACHOCTH

Obecrnieyenrie HPOPMALIMOHHONM 0€30MaCHOCTH, JOJKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIEIYIOIIMMH OCHOBHBIMU MPUHIIATIAMHU:

IpuHIHMN 3aKOHHOCTH

[Ipu BBIOOpE MeponmpUATHI TO 3alIKUTe UHPOPMAIUH, JOHKHO COOMI0IAThCs IEHCTBYIONIEE
3akoHOJaTenbcTBO Poccuiickoit denepanuu B chepe 3amuThl HHPOPMALIUH.

Bce paboTHHKH OKHBI UMETHh TMPENCTaBIEHHE 00 OTBETCTBEHHOCTH 3a IPABOHAPYIICHUS
B chepe 3amuThl uHGopManuu. [IporpammHuo-anmapatHeie cpeacTBa, npuMensembsie B I'BIOY,
JOJKHBI UMETh COOTBETCTBYIOIIME IHUIEH3WU, O(PHUIIMAILHO MPUOOpeTaThes y MpeacTaBUTENeH
pa3pabOTUYMKOB 3TUX CPENICTB.

IIpyuHOMI CHCTEMHOCTH

[Ipu cozmaHuu CHUCTEMBI 3alUTHI JOKHBI YYUTHIBATHCSA aKTyaJbHBIC YTPO3bl OE30MaCHOCTH
nH(POPMALIMU, BO3MOXKHBIE OOBEKTHI M HAIPABICHHWS aTaK Ha HEE CO CTOPOHBI HAPYIIHUTENECH.
Cucrema 3aluThl TOJIKHA CTPOUTHCS C YUETOM HE TOJIBKO U3BECTHBIX KAHAJIIOB YTEUKU UHPOPMAIIHH,
HO U C y4ETOM BO3MO>KHOCTH TMOSIBJICHHS HOBBIX YS3BUMOCTEH B MPOrpPaMMHOM O0ECTICUCHHH.

IpuHIMN KOMILIEKCHOCTH

KommuiekcHoe ucnoiab30BaHUE CPEACTB 3alUThl HHPOPMALIMK MPEATNOIaracT CorjJacoBaHHOE
MIPUMEHEHHE TPU MOCTPOCHHUH I[EIOCTHON CUCTEMBI 3alUThI, IEPEKPHIBAIOIIEH BCE CYIIECTBECHHbBIE
yrpo3sl 0e3omacHocTH WHGOpPMaLWU. 3aluTa JOJKHA CTPOUTHCS SIIETOHMpOBaHO. DPu3mveckas
3aIuTa JI0JKHA 00ecreunBaThesl GU3NYECKUMU CPEJICTBAMHU M OPraHU3allMOHHBIMU MEPAMHU.

[Ipu mocTpoeHuu, BHEAPEHUN U DKCIUTyaTalliU CUCTEMbI 3alIUThl HH()OpMaIUY 3aBEAYIOIIUI
I'BAOY o6ecnieunBaer ycnoBuss s 3(h(EKTUBHON KOOpAWHAIMKM JCHCTBHIA BCEX JIHIL,
o0ecreynBarIIX HHPOPMAITMOHHYIO O€30MacHOCTD.

IIpuHOMN CBOEBPEMEHHOCTH

Pazpabotka cucTtemMbl 3alIUThl UHPOPMALUHU JTOJDKHA BECTUCH MapajuIeNbHO C pa3paboTkoin
1 UH(GOPMAITUOHHON CHCTEMBI.

IIpuHUMN MpeeMCTBEHHOCTH

[TocTosSTHHOE COBEpPIICHCTBOBAaHHE MEp U CPEACTB 3alUThl HH(OPMAIMU HA OCHOBE
IIPEEMCTBEHHOCTH OpPTaHM3AaIlMOHHBIX M TEXHUYECKHUX pPEIICHHWH, KaJpOBOTO COCTaBa, aHaW3a
(GyHKIIMOHUPOBAaHUST MH(GOPMAIIMOHHBIX CHCTEM W CHUCTEMBl €€ 3alllUThl C yYeTOM H3MEHEHH
B METOAaX M CpeIcTBax IMepexBaTta HMH(OpMAIMKM, HOPMATHBHBIX TpPeOOBaHUI IO 3amIuTe
nH(pOpPMaLUH.

IIpyuHIUN 10CTATOYHOCTH

CooTBeTcTBUE YPOBHS 3aTpaT Ha odecrieueHue nH(GOpMAIMOHHON 0€30MaCHOCTH U LIEHHOCTH
MH(POPMAITMOHHBIX PECYPCOB HA BETMUYMHY BO3MOXKHOT'O yIIepOa OT UX pasriallieHus, yHUITOKEHUS
U UcKaxeHud. Vcrnonb3yemble Mepbhl M CpelcTBa 3aluThl MHGOPMAIMK HE JOJDKHBI yXYIIIaTh
PrOHOMHUYECKHE MMOKA3aTeIN KOMIIOHEHTOB MH(POPMAIIMOHHBIX CUCTEM.

IIpuHIMI 0TBETCTBEHHOCTH

BoznoxeHne oTBETCTBEHHOCTH 3a o0ecredeHre 0e301acHOCTH HHPOpMaIul U ee 00paboTKH
Ha KaXIoro pa0OTHHKA B TpeNelax ero MOJHOMOYM. B COOTBETCTBMM C 3TUM MNPUHIUIIOM
pacmpesenieHne mpaB U O0sI3aHHOCTEH pPaOOTHUKOB CTPOUTCS TaKUM 00pa3oMm, 4TOOBI B Cllydae
JT000r0 HApyIICHUS OB U3BECTCH HAPYIIUTEIb.

IIpuHIUI 000CHOBAHHOCTH M TEXHHUYECKOI peajn3yeMoCTH

NudopmarimonHble TEXHOIOTHH, TPOrPaMMHBIC M IPOTPAMMHO-ANTapaTHBIE CPEJICTBA, MEPHI
3amUThl UHPOPMAITUU JIOJKHBI OBITh pPEAIM30BAHBI MO COBPEMEHHBIM PEIICHUSM, O00OCHOBAHBI
C TOYKHU 3pEHUS JOCTHXKEHUS 33/IaHHOTO YPOBHS 3aIUIIEHHOCTH MH(POPMAIMK U 3KOHOMHYECKON
1[e71ecCO00pa3HOCTH, a TakKKe COOTBETCTBOBATh YCTAHOBICHHBIM HOpMaM M TpeOOBaHUSAM
1o 6€30MacHOCTH UHPOPMALIHH.

Mpunuun npodeccuonaanzma

Peanuzamust Mep 3ammThl MHpOpPMAMM M ADKCIUTyaTallUsl CPEICTB 3allUThl WH(MOpMAIUU
JIOJDKHA OCYIIECTBIIATHCS TPO(PECCHOHATHHBIMY CIIEITHATNCTAMH.



[IpuBneueHue crienMaIM3UPOBAHHBIX OpraHU3AIMi K pa3paboTKe CPEICTB U pealu3aluu Mep
3aIuUThl UHPOPMAILIMH, TOATOTOBJICHHBIX K KOHKPETHOMY BHAY ACSITEIBHOCTU MO 00ECIEYCHHIO
0e3ormacHOCTH HHPOPMAITMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTUIECKON paOOThI U TUIICH3UU HA
MPaBO OKAa3aHUsI YCIYT B ATOW OOJIACTH.

IpyuHOMN MUHUMM3AIMU TPUBUJIET U OJIb30BaTe el

ObecrieyeHre TOIB30BATENCH MPUBIIICTUSIMI MUHUMAIILHO JOCTATOYHBIMH JJIsi BBITTOIHEHU S
HMH CBOUX JOJDKHOCTHBIX oOs3anHOCTeH B ['B/IOY.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIUTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MHGOpPMAIMU AOJDKHA NPEIyCMAaTpUBaTh KOMIUIEKC OpPraHU3allMOHHBIX,
IPOrpaMMHBIX M MPOrpPaMMHO-ANIAPATHBIX CPEJICTB U MEp MO 3alluTe MHPOpPMALMU B Mpolecce
ee 00paboTKH.

Brimonnenmne TpeOoBaHUN AOCTUTAETCS 3a CUET pealu3allii Ha 00beKTax WH(opMaTH3anuu
Mep TI0 3aIuTe HHPOPMAIIUH:

UACHTU(DUKAIMY U ayTeHTU(UKAILIMHY CYObEKTOB J10CTYNA U 0OBbEKTOB J10CTYIIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JJOCTYIA K O0ObEKTaM JI0CTYIa;

OrPaHUYEHUIO IPOrPAaMMHOMN CPEJIBI;

3alUTE MAIIMHHBIX HOCUTEIEH IIEPCOHAIBHBIX JAHHBIX;

perucrpanuu coObITHI OE30IMaCHOCTH;

AHTUBUPYCHOM 3aLIUTE;

00HapyXEHUIO BTOPKEHUH;

KOHTPOJIIO (QHAJIN3Y) 3alUIIEHHOCTH NIEPCOHAIbHBIX JaHHBIX;

00ecreueHu o eTO0CTHOCTH NH(POPMAIIMOHHON CHCTEMBI U NEPCOHATbHBIX JTaHHBIX;

00ecIe4eHHUI0 JOCTYITHOCTH EePCOHATbHBIX JAHHBIX;

3alUTBI CPEbl BUPTYaIU3alluu;

3aIIUATHl TEXHUYECKUX CPEACTB;

3alIUThl HH(OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U Mepelaul JaHHBIX;

BBISIBJICHUIO MHIIWJIEHTOB U PEarupoBaHUE Ha HUX;

yIpaBieHUIO KOH(Urypanuei nH(GopMamoHHON CUCTEMBI U CUCTEMBI 3aLUThI IEPCOHATBHBIX
JAHHBIX.

I'BAOY, xak obnanarens HHPOPMALUU OIPAaHUUYEHHOTO JIOCTYTIA, IPU OCYIIECTBICHUHU CBOUX
mpaB 0053aHO:

COOJI0IaTh TIPaBa ¥ 3aKOHHBIE MHTEPECHI NHBIX JIUI;

IIPUHUMATh HEOOXOUMbIE MEPHI IO 3aIUTE UHPOPMALIUH;

OTpaHMYMBATH JIOCTYl K HH(OpMAlUM, ecliu Takas oOOsM3aHHOCTh YCTaHOBJICHA
3aKOHOJaTeILCTBOM Poccuiickoi denepanni.

B tom uncne I'BJIOY, BipaBe eciiu HHOE HE IPENYCMOTPEHO 3aKOHOATENLCTBOM Poccuiickoi
®enepanuu:

pasperaTh WK OrPaHUYUBATH JOCTYN K UH(POPMAIIMH, ONIPENENSTh MOPSA0K U YCIOBHS TAKOTO
JOCTYTIa;

UCIOJIBb30BaTh HH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepenaBatb MHQGOPMALMIO JPYIMM JIMIAM Ha YCTAaHOBJIEHHOM 3aKOHOJATEJIbCTBOM
Poccniickoit denepanyi OCHOBaHUY;

3alMIIaTh YCTAaHOBJICHHBIMU 3aKOHOJATeNnbcTBOM Poccuiickoit ®@enepanuu crocodamu CBOU
IIpaBa B CJIy4ae HE3aKOHHOTr0 NOJyuyeHUs HH(POpMAIIUU UK €€ HE3aKOHHOI'0 UCII0Ib30BaHUS HHBIMU
JUILAMY;

OCYLIECTBISATh WHBIE NEHCTBHA ¢ HMH(pOpMaLMed WINM pa3pelaTb OCYILECTBICHHE TaKUX
NEeUCTBUM, eclu OSTU JeHCTBUS HE MpoTUBOpevyaT (delaepaidbHbIM 3aKOHAM U JIPYTrUM
HOpPMaTUBHO-TIPaBOBBIM akTaM Poccuiickoit denepanuu.

3ammra MHQOpPMAIMM  OTPAaHMYEHHOr'O0  JOCTyHa IMpeACTaBIseT CcOO0OM  MpUHSATHE
OpPTraHM3allMOHHBIX U TEXHUYECKUX MEp, HalpaBJICHHBIX HA:



coOmro/ieHne KOH(MUISHIIMATBHOCTH HHGOpMalHK (MCKIIOUYEHUE HEIPAaBOMEPHOIO JIOCTYIIA,
KOMMHUPOBAHUS, MPEAOCTABICHUS WU PaCIPOCTPaHeHUs HH(GOpMAIIIH ),

obecrieueHune 1eIOCTHOCTH HH(popMany (MCKITIOUEHHE HEMPaBOMEPHOTO YHUYTOXKEHUS
WM MOAU(pULIMPOBaHUS HHPOPMAIUH);

peanu3anuio IpaBa Ha JOCTYI K HHPOpMAaIUK (UCKIIOUYeHHE HEIPAaBOMEPHOTO OJIOKHPOBAHUS
nH(pOpMaLIUN).

CpencrBa 3amuThl MH(OOPMAIIMU BHEAPSIOTCS 1O pe3yibTaTaM IPOBEJECHHS OLIEHKH PHCKOB
nHpOpMaITMOHHON 0€30MaCHOCTH.

Opranuszanus 3alMThl HHPOPMALUH

[Mpu opranmzanmu B I'BIOY 3amutsl MH(pOpMAIMK, MODKHBI BBIMONHATHCS TPeOOBaHHS
®denepanpHoro 3akoHa oT 27.07.2006 Ne 149-®3 «O6 wunHbopmanmu, HHPOPMAIIMOHHBIX
TEXHOJOTHSIX W O 3amuTe HH(OpMAIMM», KOTOpPbIE PETyIHPYIOT OTHOIIEHUS, CBSI3aHHBIC
C YCTaHOBJICHHEM, U3MEHEHHEM U TPEKPALICHUEM peKuMa 00pabOTKU 3amuinaeMoi HH()OpMAIIHH.
B tom umcne TpeboBaHms o 3anuTe WHGOPMAIMHU, HE COCTABJISAIONICH TOCYAAPCTBEHHYIO TalHY,
cojiep)Kalieiics B TOCYIapCTBEHHBIX HH(OPMAIIMOHHBIX CHCTEMaX YTBEP)KICHHbIE MPHUKA30M
OCTOK Poccun ot 11.02.2013 Ne 17 «OO6 yrBepxaeHUM TpeOOBaHWN O 3amuTe WH(OpPMAINH,
HE  COCTaBJISIOIIEH  TOCYJApCTBEHHYIO  TailHy,  coJepXaueilcsi B  TOCYyAapCTBEHHBIX
MH(GOPMALMOHHBIX CUCTEMax» JUIl TOCYAAPCTBEHHBIX HMH(OPMAIMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY saBnsercs Oneparopom.

B I'BJIOY nmomuMo peanu3anui OCHOBHBIX MEp 3aIlUThl HH()OPMAIIMH OCYIECTBIISETCS

perynspHas  OlEHKa U  YOpaBleHHWE puckamMu HH(OpManMoHHONW  0Oe30MmacHOCTH
B COOTBETCTBHH C YCTAaHOBJICHHBIMHU MPOLIETypaMy B 00JIACTH YIIPABICHHS PUCKAMU;

nH(popMUpOBaHHUE, o0yueHue u ITOBBIILICHHE KBaJIM(DUKALIMU pabOTHUKOB
I'BAOY B chepe nndopmanrionHol 6€30MacCHOCTH;

MeToAMYecKas TMOMOIIb paboOTHHKaM B BoIpocax obOecnedeHus HHPOPMAIMOHHON
0e30MIacHOCTH;

aHaJIM3 U MOMCK BO3MOYKHOCTEH O MOBBILICHUIO YPOBHS 3alIUIIIEHHOCTH UH(POPMALIUH.

s opranu3zanuu 3amuthl uHGopMmaruu, ['BJIOY BrnpaBe mpuMeHSATh CpPeICTBA M METOJbI
TEXHUYECKOM 3allMThl, NPEIIPUHUMATh [Jpyrue, HE MPOTUBOpPEYALUE 3aKOHOJAATENbCTBY
Poccuiickoii ®enepaiiu, Mepsbl.

B pamkax oOecriedeHus 3auThl HHPOPMAIMH, B paMKax TPYIOBBIX OTHOIIEHUH HE00X0IUMO
03HAaKOMHTb TOJ] POCTIHCH PaOOTHHUKOB, JOCTYI KOTOPBIX K MHPOPMAIIUU OTPaHUIEHHOTO JTOCTYIIA,
HEOOXOUM JUTsl BHITTOJIHEHUSI UMH CBOUX JOJKHOCTHBIX OOSI3aHHOCTEH, ¢ IepeyHeM HH(opManuu
OrpaHUYEHHOro foctymna, u npuHATbiMU B ['BJIOY Mepamu 3amunThl HHGOpMALIUU.

Oco0eHHOCTH 32U THI NEPCOHATbHBIX JAHHBIX

I[Ipu opranmzanmuu ob6pabotkn B ['BJIOY mepcoHanpbHBIX JaHHBIX HEOOXOIUMO
pykoBojcTBOBaThcsl  TpeOoBanusimu  dDenepanpHoro 3akoHa ot 27.07.2006 Ne 152-03
«O mepCcoHANBHBIX TAHHBIXY.

[lepeuenr Mmep, BbIIOIHEHHE KOTOpbIX obOecrneunBaer ['BJIOY B kadecTBe omepaTopa
MEPCOHANBHBIX JAHHBIX, JOJKEH BKIIIOUYATh:

HazHaueHue B KoMHUTET OTBETCTBEHHOTO 32 OpraHU3aIio 00padOTKN NepCOHANBHBIX TaHHBIX;

pa3paboTKy JOKYMEHTOB, ONpPEEAIONUX IpaBuiia B OTHOLIEHUU 00paObOTKU MEPCOHATBHBIX
TaHHBIX B KOMUTET, TOKaNbHBIX aKTOB IO BOIIPOcaM 00pabOTKH MEPCOHATBHBIX JaHHBIX;

NPUMEHEHHE OpPTraHU3alMOHHBIX M TEXHUYECKUX Mep Mo obecneueHuro 0e30ImacHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBUHM cO cTatberd 19 DemepanmpHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHanbHBIX TaHHBIXY;

BBINOJIHEHHE TPeOOBAHUHN MO COCTABY M COIEPIKAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX Mep
Mo oOecredeHuIo 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPH UX 00paboTke B WH(OPMALIMOHHBIX
CUCTEMaX MEPCOHATBHBIX TaHHBIX YTBepkaEHHBIX [Ipukazom ®CTIK Poccunm ot 18.02.2013 Ne 21
«O0 yTBEp)KJICHUH COCTaBa M COJIEPKAHMSI OPraHU3ALMOHHBIX U TEXHUUYECKHX MEp M0 00ECTIeYCHHIO
0€30MacHOCTH MEPCOHAIbHBIX JaHHBIX MpU HUX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
NEPCOHANBHBIX JaHHBIXY;



OLIEHKY Bpela, KOTOPbIH MOXET ObITh NPUYMHEH CyOBbEKTaM MEpPCOHAIbHBIX JIaHHBIX
B ciyudae HapymeHus DenepanbHoro 3akoHa Ne 152-dD3, cooTHolleHHE YKa3aHHOrO Bpeaa
U MPUHMMAEMBIX ONEPAaTOPOM Mep, HAlpaBJIEHHBIX Ha OOECIeYeHHEe BBIIIOJHEHUs OOS3aHHOCTEH,
npexycMoTpeHHbIx DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakoMiieHHe paboTHUKOB ['BJIOY, HemocpeACTBEHHO OCYIIECTBISIONIMX 00pabOTKY
IIEPCOHANBHBIX  JAHHBIX, C IIOJOXKEHUAMM 3akoHomarenscTBa Poccuiickoir  Penepanuu
O TMEpPCOHAJBHBIX [AHHBIX, B TOM uYuCle TPeOOBaHUSAMH K 3alIUTe NEPCOHAIBHBIX JaHHBIX,
JTOKyMeHTamu, onpeneistomumu TpedoBanus ['BJIOY B oTHomeHnn oOpaOOTKH MEPCOHATBHBIX
JAHHBIX 1 00y4yeHHe, IpU HEOOXOIMMOCTH, YKa3aHHBIX paOOTHUKOB.

O6ecnieuenne 0€30MaCHOCTH TTEPCOHATIBHBIX IAHHBIX JIOCTUTACTCSI, BUYACTHOCTH

ompeneseHueM  yrpo3 W HapymuTened  0€30MacHOCTH  MEPCOHANbHBIX  JAHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHbIX;

ONpPENENICHUEM YPOBHS  3alUIIEHHOCTH IEPCOHAJBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusimMu [locranoBnenus [IpaButenscTBa Poccuiickoit @enepanmu ot 01.11.2012 Ne 1119
«O6 yTBepxaeHMHM TpeOOBaHMH K 3allMTe NEPCOHANBHBIX JaHHBIX NpU HUX 00paboTke
B MH()OPMAITMOHHBIX CUCTEMAX NEPCOHABHBIX JaHHBIX;

MPUMEHEHUEM IMPOIIEININX B YCTAaHOBJICHHOM IMOPSIKE IPOLEAYPY OLUEHKH COOTBETCTBHS
CpPEACTB 3aIIUThl UH(OpMAITHH;

OLIEHKOW 3()(hEeKTUBHOCTH NMPUHUMAEMBIX MEp IO 3allUTe IMEePCOHATBHBIX JAHHBIX J0 BBOJA
B AKCILTyaTal1io HH(GOPMAIMOHHON CUCTEMBbI IEPCOHANIbHBIX JAHHBIX;

BOCCTAHOBJICHHEM IE€PCOHATBHBIX JAHHBIX, BCIECACTBHE MOTYYCHHS] HECAHKIIMOHUPOBAHHOTO
JIOCTYIIa K HUM;

YCTAaHOBJIEHMEM IpaBWJI  JIOCTyHa K TEPCOHAIbHBIM  JIaHHBIM, 00pabaThIBaeMbIM
B MH()OPMALIMOHHBIX CUCTEMaxX IEPCOHANbHBIX JAaHHBIX, a TaKXKe O0ECIeYEeHUEM pPETUCTpaluu
U y4eTa BCeX JICUCTBHI, COBEPIIAEMBIX C IIEPCOHAIBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMax
MIEPCOHANIbHBIX JaHHbIX;

KOHTPOJIEM 3a MPUHUMAEMBIMU MEPaMH T10 3aIUTE NEPCOHANBHBIX JAHHBIX U OMPEIEICHHOIO
YPOBHS 3aIlMIIEHHOCTH HH(OPMAIIMOHHBIX CHCTEMax MEPCOHANBbHBIX JAHHBIX B Ipolecce
€€ dKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUA K ITPOHECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOM BE3OIIACHOCTHA

MeTtoauueckoe pyKOBOJCTBO, pa3padOTKy pelIeHUH Mo 3aluTe HHPOpMAIHH, COTIaCOBaHUE
BBIOOpA CPEJCTB BBHIYMCIUTENIBHON TEXHHUKH, MPOrPAMMHBIX M MPOrpaMMHO-ANNapaTHBIX CPEICTB
3alMThl UH(OpPMALMK, OpraHU3alMi0 paboT MO BHISBICHUIO BO3MOXXHOCTEH U MPERyNpesKICHUIO
YT€YKH W CBOMCTB 3alUIaeMoil HH(OpManMM, aTTeCTAalUi0 O0BEKTOB HH(OpMaTH3aIHUU
OCYILECTBJISIFOT KOMIIETEHTHBIE CTPYKTYpHBIE ToapazaeneHus ['bIOY.

Pusnyeckas 0e30MaCHOCTD

[IpuHATHIE OpraHU3allMOHHBIE W TEXHUYECKHE Mepbl o 3amure nomeuieHuit ['BJAOY,
CEepBEpPHOr0 M KOMMYTAIMOHHOTO OOOpYIOBaHMs, AaBTOMAaTHU3MPOBAHHBIX pabO4YMX MECT
nonp3oBateneil nHpopmaunoHHeix cucteM ['BJIOY obecrieunBaroT peanusanuio CIEeIyOIUX Mep
10!

pasrpaHudeHuio jgoctyna pabotHukoB B momemnieHus ['BJJOY B coorBercTBHM € HX
MTOTHOMOYHSIMH U TOJIKHOCTHBIMU OOSI3aHHOCTSIMU;

peructpanuu (akToB BXoJa pPaOOTHUKOB B TIOMEIEHHS B KOTOPBIX BeaeTcst oOpaboTka
MIEPCOHANIbHBIX JaHHbIX;

KOHTPOJIUpyeMoMYy TpeObriBaHut0 TocTopoHHHMX Jinil B ['BJIOY B momemieHus, B KOTOPBIX
BezieTcsi 00paboTka MH(OpMAIMKM OTPaHUYEHHOrO0 JOCTYNA M pa3MeEIleHbl amnmapaTHble CpeCcTBa
nH(}OpMaIMOHHON CUCTEMBI,

OpraHu3aliK peXUMa KOHTPOJIMPYEMOI'0 BHOCA/BBIHOCA CPEACTB 00paboTKU MH(MOpMAIUH.

ITomemenuss I'BJJOY npomxHbl OBITH  000OpYIOBaHBI JETEKTOPAMHU OTHS U JIBIMA,
OTHETYUIUTENSIMU, CPEACTBAMU OXPaHHO-MI0KapHOW CUTHAIU3AIIH.



[TopraTuBHBIE TEXHUYECKHE CPECTBA HE JOIKHBI OCTAaBAThCA 3a MpeieaMu KOHTPOIUPYEMOM
30HbI KoMuTeT 6e3 KoHTposis co cTopoHbl paboTHHKOB ['B/IOY.

Be3onacHocTh Ha paGoueM MecTe

3anpemaercss BECTH 3alKCh IapoJied B OTKPBHITOM BHAEC Ha MaTEPHAIBHBIX HOCHUTEINS,
3a UCKJIFOYEHUEM CIIy4aeB, PErJIaMEHTUPOBAHHBIX METOJOB XPaHEHUS.

JIOKyMEHTBI M HOCHTENH ¢ WH(OpManueld OrpaHHMYEHHOTO JOCTYIAa IOJKHBI YOHpAThCs
B oleyaTeiBaeMbie MecTa (ceiidbl, mkadpl W T.OI.), OpU yXoae ¢ pabodyero Mecra.
Ha aBTomaTtu3upoBanHoMm pabouem mecte [lonp3oBartens pabouas ceccusi JoHKHA ObITH MPEpBaHa,
paboumii ctonm 3abmokupoBaH. Bxoa Tmonp3oBarenss B CHUCTEMY HE JIOMDKEH BBIMOTHITHCS
ABTOMATHUYECKH.

JlokyMeHTBI, coaepxaiire HHGOpMaInio OrpaHUYEHHOTO JOCTYTA, JOHKHBI Cpa3y U3bIMAThCS
Y3 TMeyaTarolMX ycTpoucTB. Jlns yTwim3anuu KOH(PHUIACHIIMATBHBIX JTOKYMEHTOB, JIOJIKHBI
WCIIOJTb30BATHCSl YHUUTOXKHUTEIU JIOKYMEHTOB HE HIDKE 4 YPOBHS IO CTaHAAPTy OC30MAaCHOCTH,
MIPUMEHAEMOMY K YHUYTOXHUTEISIM JOKYMEHTOB.

[Ipy wCHONB30BaHMH MOOWIIBHBIX TEXHHUYECKUX CpPEICTB HEOO0XOAUMO COOII0IaTh
JIOTIOTHUTENIBHBIE MEPBI 1O PErjiaMeHTAallMd M KOHTPOJIIO HUCIOJIb30BaHUS B WH(OpMaIMmOHHON
cUCTeMe MOOUJIbHBIX TEXHUUYECKUX CPEJICTB.

Haxoxnenue mnpencraBuTeneil IOpUAMYECKUX JIML B pPaMKaxX MCIOIHEHUS JOTOBOPHBIX
00513aTeNTCTB B TOMEIICHUSAX B KOTOPBIX BeJeTcsa 00padoTka HHPOPMAIIUU OTPAHUYCHHOTO JOCTYIa
WH(POPMAITMOHHOM CHCTEMBI, BO3MOXXHO TOJBKO B CONpOBOXAeHWU padotHuka [BAOY
JOMYILIEHHOTO J10 00paboTKU Takoi MHGOpMAIIHIH.

PasMemienne TEXHMYECKMX CpPEICTB BbIBOAa uHHGpopmauuu B nomeuieHusx [BJIOY
MPOU3BOAMUTCS C Y4YETOM MCKIIOUCHHUS BO3MOXXHOCTH BHU3YAIBHOTO IMPOCMOTpPa HHQPOPMALIUH
MOCTOPOHHUMH JTUIIAMH 1 paOOTHUKAMU, HE TOMYIIEHHBIM K padoTe ¢ JaHHOI nHbopMaIueii.

Texuudeckue cpeacTBa JOHKHBI Pa3MEIIaThCsl K XPAaHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHTh
BO3MOXKHBIN PUCK IMOBPEXKICHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JIO0CTYIIA.

Texnuueckoe 00cayKUBaHUE 000PYA0BAHMS

Texunueckue cpeacrBa ['BJIOY nomKHBI TPOXOAUTH HA PETYISIPHOW OCHOBE CEPBHCHOE
00CIIy’KMBaHUE B COOTBETCTBUHU C PEKOMEHAALNUSIMHU IIPOU3BOIUTENIEH 000pYy10BaHUS.

PeMoHT u cepBHCHOe o0OcTyKMBaHHE OOOPYIOBAaHUS JOJDKHBI BBIIOTHATHCS TOJBKO
KBTU(DUIIMPOBAHHBIMU CIICIIHATACTAMH.

Texnuueckoe o0OciyxuBaHue OOOpPYIOBaHUS CTOPOHHHMHU OpraHU3alMSIMH HE JOJDKHO
MIPUBOJUTH K PUCKY HApYIICHUS KOH(DUIEHITNAIBHOCTH 3aIIMIaeMol HH(OpMaIUU.

B3aumopneiictBue ¢ TpeTbMMH JIULAMHA

B mensx obecrieuenus: mHpopManuonHoit 6e3omacHoctd ['BJIOY mnpu B3aumoneicTBUU
C TPETBUMH JINLIAMHU JIOJKHO BBIIOJIHATH CIEAYIOIINE MEPOIIPUATHS T10:

3aKJIIOUEHUI0 COTJIAllleHUsT O HepasrlameHud HWH(OpMaluu OrpaHMYeHHOrO JIOCTyIa
MIOTYYEHHON B XO0J1€ UCTIOTHEHHSI JOTOBOPHBIX 00sI3aTEIIHCTB;

OCYIIECTBJICHUIO KOHTPOJIS 3a JEHCTBHUSAMM IPEACTAaBUTEIECH KOHTPAreHTOB B Ipeaenax
KOHTpoaupyeMon 30161 'BZIOY.

YnpasJ/ieHue :KU3HEHHbIM IIUKJIOM HH()OPMALMOHHBIX CUCTEM

Mepornpusatust B mpoiiecce >XKH3HeHHOro mnukia nHdopmarmonasix cucteM ['B/I0OY nomkub
ObITh HANPaBIIEHBI Ha OOECTeUEHUE 3allUThl HHPOPMAIMH MIPU BBOJE B JACHCTBHE, IKCILTyaTallUH,
COMPOBOXKJICHUU U MOJICPHU3ALIMH, BBIBOJIA U3 DKCILTYaTALNU.

OcHoBanueM TMpu pa3padOTKe HWH(POPMAIMOHHBIX CHUCTEM JIOJDKHBI SIBIIATHCS PEIICHHS
OpUHITBIE Ha CTaauu (GOpPMHUpPOBaHUS TpeOOBaHUMU, cojepxaliue TpeOOBaHHS B TOM YHCIIE
10 CUCTEME 3aIIUTHI HH(POpPMALIUH.

JIro6oe TutaHupyemMoe K BHEIPEHUIO H3MEHEHNE HH(DPOPMAITMOHHON CHCTEMBI PEABAPUTETHHO
JOMKHO  OBITh  MPOAHATU3UPOBAHO HAa  COBMECTUMOCTh M OTCYTCTBHE  HapyIIECHUU
paboTOCIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEACTB 3Tl HH()OPMAIIUH.

PaGotel mo MopmepHHM3anuu WHQPOPMAIIMOHHONM CUCTEMBI, B TOM YHCIE IO YCTaHOBKE
IporpaMMHOro odecrieueHus: 1 OOHOBJICHUM, JOJDKHBI TPOBOAUTHCA B Hepabouee BpeMsl UM BpeMs
HauMeHbIIIel pabodeil Harpy3Ku.



[Ipn BbIBOJE U3 OKCIUIyaTalud HWHGOPMALMOHHBIX CHUCTEM JOKHO 00eCcleyruBaThCs
rapaHTUPOBAHHOE yJaleHne o0padaThiBaeMOil U XpaHUMON B HUX MH(POPMAIIMH C UCIIONIb30BAaHHEM
CPEACTB TapaHTUPOBAHHOI'O YHUUTOXKEHHSI MH(OpMAIUM WIN MyTeM (PU3MYECKOro YHUYTOKEHUS
HOCHTEIeH HH(POpMAIIHH.

Bce mpouenypsl oOecredeHus 3amuThl  wHGOpManuM, ycraHoBileHHble B [ BJIOY
B OTHOLICHUHM WH(POPMALMOHHBIX CHCTEM, JIOJDKHBI BBINOMHATHCS M KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMU JIMI[AMH 32 OPTaHU3ALMI0 paboT M0 3alUTe UHPOPMALIUH.

KonTposs 1octyna Kk uH(GOpMaIHOHHBIM CHCTEMaM

Bcee pabornuxku I'BJIOY, nomymienHsle kK pabore ¢ MH(QOPMAIIMOHHBIMM CUCTEMaMH HECYT
MEPCOHANBHYIO  OTBETCTBEHHOCTh 33 HApYyIICHHs YCTAaHOBJICHHOTO TMopsaka o00paboTKu
nH(pOpMaIuu.

YpoBeHb NOJHOMOYMH TmoJb30Barenst B uHpopMmauuonHoi cucreme ['BAOY pomxen
OTIPEIENIATHCS B COOTBETCTBHUH C €T'0 JOJDKHOCTHBIMU OOSI3aHHOCTSIMH.

Joctyn nosnb3oBareneit Kk nHGopMauoHHbM cucteMaM ['BJIOY nomkeH KOHTpOIUpPOBaThCS
aJIMUHUCTPATOPOM HMH(}OpMAIIMOHHOMN CUCTEMBI.

Ocy1iecTBI€HNE PETYISIPHOTO KOHTPOJIS BBIITOJIHEHUS OPTraHU3allMOHHO-PacIIOPSIAUTENbHBIX
JIOKYMEHTOB, KacarolIMXcsl periiaMeHtanuu gomycka padorHukoB ['BJIOY k mHpopmanmoHHBIM
CUCTEMAM.

HNpentudukanus v ayrTeHTUPUKALMS

JlocTyn monb3oBarenedl K MH(MOPMAMOHHBIM CHCTEMaM JOJDKEH IMPEeIOCTaBIATHCS TOJIBKO
MocJe YCIEIIHOTO 3aBEePIICHUS UACHTU(PHUKAIINH, Ay TCHTH(PUKAIUH.

[Tony4yeHue monp30BaTeNieM HMMEHH B HMH(OPMAIIMOHHOM CHUCTEME M Mapoiisi, KOTOphIE
00eCreunBaoT 10CTYN K MH(OPMAIMOHHON CUCTEME, JOJHKHO OCYILECTBISATHCS O MPEICTaBICHUIO
PYKOBOJIUTENS CTPYKTYPHOI'O IOAPA3/IEICHUS.

YnpasJjieHue 10CTyIIOM

B I'BIOY #0mKHO OCYIIECTBIATHCS YNPaBICHUE JOCTYIIOM K WH()OPMAIMOHHOW CHCTEME
MOCPE/ICTBOM peanu3alid HEeOOXOIUMBIX METOAOB, THIOB U TPaBWUJ pa3rpaHUYeHHs] JOCTYIa
nons3oBatensiM uHpopmannonHor cucteMbl ['BJIOY. B ToM uucne oOecrmedeH 3alUIEHHBINA
yIAIEHHBIA JTOCTYNl CyOBEKTOB JIOCTyNa K OOBEKTaM JIOCTYyIa uepe3 BHEIIHWE WH(POPMALUOHHO-
TEJIEKOMMYHHUKALIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEJSIMH HHPOPMALMH

Paborauku 'BJIOY nOmKHBI HCTIONB30BATh TOIBKO YITEHHBIE ChEMHBIC MAIIMHHBIE HOCHTEIH
nHpopManuu A BBIMOJIHEHHS] CBOMX JIOJDKHOCTHBIX 00s3aHHOcTel. Mcmonb3oBaHME ChEMHBIX
MaluHHBIX HocuTeneit nudopmaruu B 'BJIOY B MHBIX LIENISX CTPOro 3arperieHo.

CheMHbIe MalIMHHBIE HOCUTEIH WH(GOPMAIIUU JOJDKHBI XPAHUTCS B ONIEYAThIBAEMBIX IIKadax,
B IMIOMEMICHUAX B KOTOPBIX MPeAycMOTpeHa o0paboTka nHGOpMaIMK OrpaHUYEHHOTO JOCTYyIIA.

B ciiyuae kpakxu WM MOTEPH ChEMHOI0 MAIIMHHOI'O HOCUTENs MH(OpMAINM, a TaK)Ke UHBIX
MHIUJCHTOB, KOTOpbIE MOTYT NPUBECTH K HApPYIIEHHWIO CBOWCTB MH(OpPMALMHM OrPAaHUYEHHOIO
JOCTYNA, JOJKHBI TPOBOIUTHCS. MEPOIIPUATHUS 110 PACCIEAOBAHUIO TAKMX NHIIMICHTOB.

[Ipu BBIBOZIE U3 DKCILTyaTalldd CHEMHOI'O0 MAIIMHHOTO HOCUTENsA WH(OpManuu, Bce JaHHBIE,
XpaHsLIMECs] Ha HEM, JOJDKHBI ObITh YJAJIEHBl ONPEICICHHON KOMHCCHEN M3 uncia pabOTHUKOB,
CPEICTBOM IapaHTUPOBAHHOTO YHUUTOXKEHUSI HHPOPMALIUH.

@DakT YHUYTOXKEHUS UWH(GOpPMAIMM HA CBHEMHOM MAIIMHHOM HOCHTeNle UH(pOopMaIuu
¢ukcupyercss B akre 00 YHHYTOKEHUHM HWHPOPMALUU CO CHEMHOTO MAIIMHHOIO HOCHUTENs
nHpopmanuu.

Perucrpaunusi coobITH

B TI'BAOY  nmomxkHa  OCYLIECTBIATHCS ~ PETUCTpAallMM  COOBITUH  ©e30macHOCTH
Ha BCEX KOMIIOHEHTaX HH(opMmannoHHBIX cucteM Komuter, B KOTOpbIX oOpaOaThiBaeTcCs
3amuiiaeMas uHpopMarus.

AHTHBHPYCHAs 3allUTa

B nenax oOHapyxkeHUss W yCTpaHeHUs BpedoHOCHbIX nporpamMM B ['BJIOY  nomxHb
UCIIOJIB30BaThCs CPEACTBA AaHTUBUPYCHOM 3alIUTH MH(OpMAIUH.



OO0s3arenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alIUThl HMH(OpMaMM TOJKHA
nojuiexkath Jro0ast uHpopMmarus (TekcToBble (aiinel MOOBIX (opmaroB, Galabl  JaHHBIX,
UCTONHAEMbIe (aiibl), Tonydaemas W TepefaBaeMas IO JIOKAIbHOH BBIYUCIUTENBHON CEeTH
B TOM 4YHCJ€ U CETAM OOILEro Mojib30BaHUS, a Takke MH(OpMalus, XpaHHMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX NH(OPMALIHH.

ITpu ycTaHOBKE MPOrpaMMHOT0 00ECTIeUeHHsI MIIM €ro OOHOBJICHHUS Ha CEBEpHOE 000py/I0BaHHE
JOJ>KHA aBTOMATHYECKU BBIMOJIHATHCS MpEIBAapUTEIbHAs IPOBEPKAa JAHHOIO MPOrpaMMHOIO
o0ecrieyeHus Ha OTCYTCTBUE BPEIOHOCHOIO IPOrPaMMHOI0 00ecIieYeHusl.

OOHoBneHne 6a3 cUrHATyp AJsl CPEACTBAa AHTUBHUPYCHOHM 3allUThl MH(POPMAIUH JIOJKHBI
OOHOBIIATHCS €XKETHEBHO.

ITonb3oBarenu oe3 paB aJIMUHUCTpaTopa HH(pOpMaL¥OHHOMN CHCTEMBI
KomureTr He MOKHBI UMETh BO3MOXKHOCTH HOIYYEHHS JOCTYyHa K KOH(UTYypalluu aHTUBUPYCHOTO
CPEICTBA 3aIIMUTHI UJIM €r0 OTKIFOYEHHUS.

KoHTpoJib 3a1111IEHHOCTH I1epCOHAIBHBIX JAHHBIX

B mensx MCKIIIOYEHMs SKCIUTyaTalluM YA3BHUMOCTEH MPOrpaMMHOIO 00eCHeueHHs JOKHBI
NPOBOJMUTCS pPalOThl MO BBIBICHUIO, aHAIHM3y YA3BUMOCTEH WH(OPMAIIMOHHON CHCTEMBI
U OIIEpaTUBHOE YCTPAHEHUE BHOBb BBISIBIIEHHBIX YS3BUMOCTEN. B TOM unciie opranusanus KOHTpOoIIs
YCTAHOBKM OOHOBJICHHSI IPOrPAMMHOI0 00eCIieYeHUs BKIII0Yasi CPEACTB 3alUThl MH(OpMAaIIH.

Hcnonb3oBanne NporpaMMHOro odecre4eHus

Bri6op mporpammuoro obOecnedeHus s Npou3BoACTBEeHHBIX HYxaA ['BJIOY  momxen
IPOU3BOJUTHCA B MPUOPHUTETE K OTEUECTBEHHOMY, BHECEHHOro B EamHBINA peecTp poccuilckux
MIPOTrpaMM IS SJIEKTPOHHBIX BEIYMCIUTEIBHBIX MATNH 1 0a3 TaHHBIX. B ciydyae oTcyTcTBHS aHanora
B EauHom peectpe poccuiickux mporpaMMm JUisl 3JEKTPOHHBIX BBIYMCIUTENBHBIX MAaIIUH
1 0a3 JaHHBIX JJOMYCKAETCs UCIOIb30BATh IPOrPaMMHOI0 00ecrieueHue UMIIOPTHOIO IIPOU3BOCTBA.

Hcnoab3oBanue cpeacTs Kpunrorpaguyeckou 3aiuThl HHPpOpMannu

Obecrieyenue 3auThl HHGOPMALUK OrPAHUYEHHOIO JIOCTYIA OT PACKPBITHS, MOAUPHUKAIIUU
U HaBs3blBaHUA (BBOJA JIOKHOM HHGpOpMaLuu) Npu ee mnepenade (MOATOTOBKE K Iepenaue)
[0 KaHajaM CBSI3M, MMEIONIMM BBIXOJI 3a IMpejaeibl KOHTPOJIMPYEMOW 30HBI 0OecIeYrBaeTCs
IPUMEHEHHUEM CPEJICTB KpUNTOrpaduiecKoi 3amuTsl HHpOpMaIui.

[Tpuobperenue cpencts kpunrorpaduueckoit 3amutbl nHGopMainuu ['6JI0Y ocymecTBisercs
Ha OCHOBaHMM JOI'OBOPOB M KOHTPAKTOB C JIMLAMH MMEKOIIMMHU AcHcTBYroIyo juieHsuto OCh
Poccun Ha ocyiiecTBieHHE AEATENBHOCTH IO pa3paboTKe, MPOU3BOJICTBY, PaclpOCTPAHEHHIO
U GpOBATHHBIX (kpunTorpaduIECKux) CpEeJCTB, WH(pOpPMAITMOHHBIX CHUCTEM
U TEICKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(PPOBAIBHBIX
(kpunTorpadMueCKnX) CPEICTB, BBHIOJHEHUIO pabOT, OKa3aHHWIO YCIYr B OOJIACTH INU(POBAHHS
“HpOpPMAIIUU, TEXHHUYECKOMY OOCIY)XMBaHUIO MMU(PPOBATBHBIX (KpUNTOrpaduuecKux) CpeiCTB,
MH(POPMALMOHHBIX CUCTEM M TE€JIEKOMMYHHUKALMOHHBIX CHUCTEM, 3aIIUIICHHBIX C MCIOIb30BAaHUEM
MU POBANBHBIX (KpUNITOrpaUIecKux) CpPeACTB (32 HCKIIOUEHHEM Cllydasi, €Clid TeXHHYECKOe
oOciyxuBaHUEe MU(POBATBHBIX (KpUNTOrpapUuecKuX) CpeACTB, HH(DOPMALMOHHBIX CHCTEM
U TEJICKOMMYHUKALMOHHBIX CHUCTEM, 3alllMIIEHHBIX C MCIOJb30BAaHUEM HIM(POBAIbHBIX
(kpunTorpadMuECKUX) CPENCTB, OCYLIECTBISAETCS Ui oOOecredeHUus COOCTBEHHBIX HYX]
IOPUAMYECKOT0 JIMIA WK HHAUBUAYAIBHOI O MPEIIPUHUMATEIS).

B umenax opranusanuu M oOecrnieuyeHMM Iepefadyd HMHQpOpPMAlUM 10 KaHajaM CBS3U
C HUCHOJIb30BAHUEM CPEJICTB KPUNTOrpapuuecKor 3aluThl MHPOPMAIMU, a TAKXKE BBITTOIHEHUS
nuneH3uoHHbix TpeboBanuit @®CBH Poccum B I'BJJOY nomken ObITh cO3qaH  Oprax
KpUNTorpaduyeckoi 3aiuThl.

[Topranbubie pemenuss ['BJIOY ¢ BO3MOXHOCTBIO JOCTyIA C CeTel OOIIEro MOIb30BaHUS
JOJKHBI B NIPUOPHUTETE pa3padaThiBaThCs C OpraHU3allMed 3allMIIEHHOr0 KaHajla MOCPEICTBOM
nporokona TLS ¢ mognepxkoit anropurmo 'OCT 34.10.

Hcnoab3oBanue 3JIEKTPOHHOM MOYThI

DNeKTpOHHAs To4YTa JODKHA ucmnoib3oBathesi B [BIOY ¢ menpio opranmsanuu oOMeHa
JIEKTPOHHBIMM ~ COOOLIEHUAMH MeXJ1y paOOTHUKaMM U CcyObeKkTamMM HMH()OpMAIMOHHON
0e30MacHOCTH.



[Ipu rcnosb30BaHUM AIEKTPOHHOM MOYTHI 3alIPEIIACTCS:

oOMeH uHbopMaIueit A ciykeOHOro Mmoab30BaHMs, a Takke HH(opMaluell OorpaHMYEHHOT O
JOCTYIIa;

MIPEIOCTaBJIEHUE JI0CTyNA K 3JIEKTPOHHOM MOYTE C UCIIOJIb30BAaHUEM JIaHHBIX CBOEH y4eTHOU
3aMCH TPETHUM JINLIAM;

MyOJIMKAIUsl CBOErO CIY)KEOHOTO ajpeca 3JIEKTPOHHOW IMOYTHI B IJEKTPOHHBIX KaTajorax,
Ha IMOMCKOBBIX MAallIMHAX U APYTUX pecypcax ceTu HTepHeT B 1eNsiX, HE CBSI3aHHBIX C HCIOJIHEHUEM
CBOUX JIOJKHOCTHBIX 00sI3aHHOCTEH;

MOAINKCKA MO JIEKTPOHHOW MOYTE Ha Pa3IMUHbIE PEKIIAMHbIE MAaTE€pUaJIbl, JIUCTHl PACCHUIKH,
AJIEKTPOHHBIE >KYPHAJIbl M T.[., HE CBS3aHHBIC C BBIIOJHEHUEM IOJIb30BATEIEM JOKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBHIMOJIHEHHE) (AIOB, MONYYCHHBIX IO SJICKTPOHHOM TMOYTE
Wi U3 pecypcoB cetu VHTepHer, 0€3 mnpeABapUTEIbHONW MPOBEPKH HUX aHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CTIEYEHUEM.

Padora B ceTsix 0011ero noJIb30BaHUS

I'BAOY ocraBnsieT 3a coboii nmpaBo OJIOKUPOBATH WM OTPAHUYUBATH JIOCTYIl paOOTHUKAM K
CeTSIM CBSI3U OOILEro MOJIb30BaHUsA, B TOM uucie cetu MHTepHeT, coaepkaHue KOTOPhIX HE UMEET
OTHOIIICHUS K UCTIOTHEHUIO JOKHOCTHBIX O0S3aHHOCTEH, a Takke K HH(POPMAIMOHHBIM pecypcam,
COZIEp’KAHUE U HAITPABJICHHOCTh KOTOPBIX 3aMPEIICHBI 3aKOHOAATENBCTBOM Poccuiickoit Denepanuu.

Nudopmanus o mnocemaeMblx paboTHukamu KomuteT uWH()OPMAIMOHHBIX PECYpPCOB
MPOTOKOIHPYETCS JUIA MOCIEAYIONIET0 aHaK3a U, TP HEOOXOIUMOCTH, MOXKET OBITH MPeICTaBICHA
PYKOBOJUTENSIM CTPYKTYPHBIX IMOJPa3ICIeHUH, a TaKkKe pyKOBOAUTEN0 KOMUTET JIs1 KOHTPOJIS.

[Ipu ucnonb3oBannu cetn MHTEpHET 3anpelieHo:

ucnonb3oBaTh npeaocrasieHubiil ['B/10Y noctyn B ceth UHTEpHET B IMYHBIX LEIAX;

KCII0JIb30BaTh HECAHKIIMOHUPOBAHHBIE TPOrpaMMHBIE U MPOTrpaMMHO-aNNapaTHbIe CPEICTBA,
MTO3BOJISIOLIME TTOTYYUTh HECAHKIIMOHUPOBAHHBIN JOCTYI K ceTu MHTepHeT;

MyOIMKOBaTh, 3arpyXaTb M PacHpOCTPaHATh MaTepHallbl COjAep)Kallue HEIOCTOBEPHYIO
unpopmanuto o 'BJI0Y, a Taxke panscudunmposats cBoit IP-agpec.

Pe3epBHOe KOMpOBaHNe U BOCCTAHOBJICHUE JAHHBIX

Ocy1iecTBiIeHHE PE3EPBHOIO KOIMMUPOBAHUS JODKHO OCYIIECTBIISITHCS JIJIS:

uHpopmanmu obOpabaTeiBaeMoOil Ha (ailJloBOM cepBepe U CepBepe NPUIOKEHH,
MH(POPMALIMOHHON CUCTEMBEI,

pabounx MecT aIMHUHUCTPATOPOB HUHPOPMAILIMOHHOMW CUCTEMBI.

YacTtora ¥ peXUM PE3EPBHOIO KOMHPOBAHMS YCTAHABIMBAIOTCS TaKUM 00pa3oM, 4YTOOBI
o0ecreunTh MUHUMAIBHYIO TIOTEPIO TaHHBIX U OTIEPAaTUBHOE BOCCTAHOBIICHHE.

HacTtpoiika pe3epBHOro KONUpOBaHUS U BOCCTaHOBJICHUS PECYPCOB MHPOPMALIMOHHBIX CUCTEM
I'BIOY nomxHbI IPOBOAUTH YOIHOMOYeHHbIe pabotHuku I'BJIOY.

Pe3epBHOe  KONMPOBAaHHWE JOKHO  OCYLIECTBIISITBCSI B ABTOMAaTMYECKOM  pPEKUME
C TPUMEHEHHEM OTEYECTBEHHOr0 CIEHUAIM3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMHPOBAHUS
C JEUCTBYIOIIMM CEepTU(PUKATOM COOTBETCTBHS MO TpeOOBaHUSM O€30MacHOCTH HH(OpMAIUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHHS K TIPOUECCAM YIIPABJIEHUS
NH®OPMAIIMOHHOU BE3OITACHOCTbBIO

MoHnTOpHHT HH(OPMALIMOHHOM 0€30NTACHOCTH

Ha nocrositHHOM OCHOBE MOJKEH MPOBOIUTHCS KOMIUIEKCHBIM aHAINU3 (DYHKIMOHUPOBAHUS
nHpopmarmorHoi cucrembl ' BJIOY 1 Bo3HHMKAIOMUX COOBITHI HMHPOPMAITMOHHOW 0€30IMacHOCTH.

[Iporiecc MOHUTOpPHHTa CHCTEMBbI oOecrieuyeHHs] MH(OpMAIMOHHON 0€30MacHOCTH JOJKEH
BKJIIOYATh B c€0s KOHTPOJIb OPraHU3aLMOHHBIX U TEXHUUECKUX MEP 110 3aIIUTe UHPOpMAaLK, aHAIU3
napamMeTpoB KOH(QUrypaluy U HACTPOUKH CPEJICTB 3aIUThl HHPOPMAIIH.

IIpn mpoBeneHUH KOHTPOJIBHBIX MEPOIPUATHM, CBA3AHHBIX C OLEHKOW pealu3alud Mep
no 3ammre uHpopmanuu B I'BJIOY, ynonHoMoueHHble paOOTHUKM JOJKHBI IPHUIEPKUBATHCS
CJIELYIOIIUX IPUHIUIIOB:



He HapymaTh GyHKIHOoHUpoBaHue AesTenbHocTH ['BIOY,

NEUCTBOBAaTh B COOTBETCTBUU C YTBEP)KIECHHBIMU OPraHU3allMOHHO-PACIOPSAUTEIbHBIMU
nokymentamu I'bJIOY mo 3ammre nadopmanmu;

HE CKpbIBaTh (PaKThl BISBIIEHHBIX COOBITUI MH(OPMAIMOHHOMN O€30M1aCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEP:KIAIOIINE BBITOJTHEHUE MEPONPUATHIA MO 3alUTe HHPOPMALIUH.

Wndopmanus, momxydeHHass B XOJI€ IPOBEIEHUS KOHTPOIUPYIOIIUX MEPONpPUATHI
O JIEUCTBUAX, COOBITUSX U MapaMeTpax, MMEIOUIMX OTHOIIEHHWE K pealu3allud Mep IO 3alluTe
UH(pOPMAIUH, JO0JKHA KOHCOIMAMPOBATHCS U XPAHUTHCS B MECTAaX, MCKIIOYAIOIIMX MOTy4YEHHE
K HEWl HECAaHKIIMOHUPOBAHHOTI'O JOCTYIIA.

MOHUTOPUHT JaHHBIX O 3aPETrUCTPUPOBAHHBIX COOBITHSAX MH(OPMALMOHHOM OE30MacHOCTH
JIOJKEH MTPOBOJUTHCS, 110 BO3MOKHOCTH, C MCIIOJIB30BAHUEM CHCTEMBl MOHUTOPHUHIA MHIIUJIEHTOB
MH(POPMALMOHHON 0€30MacCHOCTH WJIM BCTPOECHHBIX MEXAaHHM3MOB HACTPOMKH M ayJuTa COOBITUIH
B IPOrpaMMHBIX M IMPOTrpaMMHO-ANNapaTHBIX CpPEJCTBaX, HCIONb3YEMbIX B HH()OpPMALlMOHHON
undpactpykrype '6JI0Y

YnpasjieHue pucKaMu

Omnpenenenrne BHYTPEHHMX TpeOOBAaHMN MO 3alIUTe HWH(OPMALMH, JOJIKHBI OCHOBBIBATHCS
Ha pe3ysbTaTax IPOBEJCHMs aHAIM3a PHUCKOB HapyLIEHUs OCHOBHBIX CBOMCTB O€30MacHOCTH
11 “HpOopMamoHHbIX pecypcoB I'B/IOY.

OCHOBO# OIIEHKH PHCKOB JIOJKHA OBITH OLIEHKA YCIIOBHH U (DaKTOpOB, KOTOPHIE MOT'YT CTaTh
IIPUYUHON HapyLIECHUS LIETOCTHOCTH, KOHQUAESHIIMATBHOCTH U JOCTYITHOCTH JJ1s1 MH(OpMAIIMOHHBIX
pecypcos I'BZIOY.

PesynpTaToM mpoBeneHHs aHaJdM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIpaBJICHHbIX HA CHM)KEHUE BO3MOXXHOTO HETaTHMBHOI'O BIIMSHUS HAa OCHOBHYIO JI€ATEIbHOCTh
Komurer npu peanuzanuu Toi WM HHOW yrpo3bl 6€30MaCHOCTH MH(OpMAIMK U 00eCTIeYrBarOIIUX
B JIaJIbHEHIIIEM JJOCTAaTOYHBIA YPOBEHbB 3allUIIeHHOCTH HHpopMarmoHHbIXx cuctem ['BOY.

YnpasiieHue HHUHMIEHTAMH HHGOPMALMOHHOI 6€301aCHOCTH

Jlns obecrieueHus 3pPpeKTUBHOrO pa3pelieHns HHIIMICHTOB HH(OpMaIIMOHHON 0€30MacHOCTH
B I'b/IOY, MUHMMH3aMK NIOTEPh U YMEHBIIEHUS PUCKA BO3HUKHOBEHMS MOBTOPHBIX MHIUICHTOB
JIOJ>KHO OCYILECTBIIATHCS YIIpaBJIeHNE HHIMACHTaMU HH(POPMAIIMOHHOM 0€3011aCHOCTH.

Jlnis ynpaBieHMs: MHUMACHTaMH HMH(OpMAIMOHHONW 0e30MacHOCTH JOJKHA ObITh CO37aHa
clly’k6a MOHUTOPHHIA U PEarMpOBaHUsl HA MHUUACHTH MHPOPMAIIMOHHON 0€30IaCHOCTH, KOTOpast
MOCPEJICTBOM KOMIUIEKCA CPEIACTB M MEPONpPHATHH il cOopa W KOHCONUZANHMKA HWH(OpMAIHUu
00 MHIMJEHTaxX pellaeT AAHHYI 3aJady. B OTHOLIEHMM KaXJOoro MpOM3OLIEIIIEro MHLUICHTA
paboTHUKAMH M3 CIY)KObl MOHUTOPUMHIA M pearupoBaHHsl Ha HWHIMJCHTHl HH(POPMAIMOHHON
0€30IacHOCTH JOJDKEH BBIMONHATHCS €0 aHalu3, U pa3paboTka 3((PEKTUBHBIX MEp pearupoBaHUS
Ha JIaHHBII HHIUJICHT.

AyauT cuctembl o0ecniedeHnst HHPOPMAIMOHHOM 0€301TACHOCTH

B mensix oneHku Tekyiero ypoBHs nHhopMarmornaoi 6e3omnacaoctu I'BJIOY Ha perynspHOit
OCHOBE JIOJIDKEH IIPOBOJIUTHCS ayIUT MHPOPMAIIMOHHOM 6€30MacHOCTH.

BuyTpenHnue ayauThl AODKHBI BBINONHATHCS paborHukamu ['BJIOY. B uucno 3amauy,
pelaeMbIX IpY IPOBEICHHNH BHYTPEHHUX ayAUTOB WH(OPMAIIMOHHON 0€301MacHOCTH, BXOJIAT:

cOOp M aHamu3 UCXOAHBIX JaHHBIX 00 OpPraHU3alMOHHON U (DYHKUHMOHAIBLHOW CTPYKTYpE
UH(POPMAILIMOHHBIX CUCTEM, HEOOXOIUMBIX JUIs OLIEHKH COCTOSIHUSI CUCTEMBI 3aIUThl HH(POPMALIUY;

aHaJIN3 YTBEPXKICHHBIX OPraHU3aLMOHHO-PACIOPSIIUTENbHBIX JOKYMEHTOB IO 3alIUTe
nH(popMauu Ha MpeAMET UX MOJIHOTH U 3PPEKTUBHOCTH, a TaKXKe (OPMUPOBAHNE PEKOMEHAALNUN
0 MX A0pabOTKe WU pa3pabOTKU HOBBIX;

obocHoBaHuEe (UHAHCOBOH 3()(PEKTUBHOCTH BHOBBH IPHOOPETAEMBIX CPEACTB 3aIIUTHI
nH(pOopManuy,

IIPOBEPKa MPaBUIILHOCTH BbIOOpa M HACTPOMKHU CPEJCTB 3aIUThI HH(pOopMaLnu, GOpMHUpPOBaHKE
MPEUIOKEHUH 10 HMCHOIb30BAHUIO UMEIOIIUXCS CPEACTB 3aIIUThl MH(GOPMALIUU IS TOBBIICHUS
YPOBHS HQIEKHOCTH U Oe30macHOCTH HHpopMarmoHHbix cucteMm ['BJI0Y;

aHaJIM3 OTYETOB [0 NPOM3OLIENIIMM HHLUMJEHTaM HWHGOPMALMOHHOM 0e30macHOCTH
U IPUHSTHIM MEpaM I10 UX Pa3peLEHUIO.



IToBbIlIEeHNE 0CBETOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanMM KOMIUIEKCHOTO TPOTHUBOJEHCTBUS  yrpo3aM 0€30lacHOCTH
uHpopmanuu, ucxoaamuM or paborHukoB ['BJIOY nomkHa TOCTOSHHO —TOBBIIIATHCS
MX OCBEJOMJIEHHOCTh B 00J1aCTH 3alIUThl HH(OPMAIUH.

[ToBbrmienre ocBenomiaeHHOCTH paboTHUKOB ['BJ/IOY ocymecTBasercs:

1o cymectBytomuM B I'6/I0Y oprannszanioHHO-pacnopsiAMTENbHBIM JOKYMEHTAM;

o npumensiembiM B 'BJIOY mepam 3amuTel nHpOpManuy;

10 IPAaBUJIbHOMY MCIIOJIb30BAaHHUIO CPEICTB 3aIUThI HH(POPMALIUH.

7  3AKJIIOYEHHUE

[Ipu u3meHeHUM ACUCTBYIOMIETO 3aKoHOAaTeNnbcTBa Poccuiickoit ®denepanuu B 001acTH
3amUThl MHPOpPMAIMK, a TaKKe OpPTaHW3allMOHHO-PACIIOPSAUTENbHBIX J0oKyMeHToB ['BJIOY
Hacrosimas [lonuTuka U M3MEHEHHs K HEW NMPUMEHSIOTCS B 4YacTH, HE MPOTHUBOpeyalleil BHOBb
MPUHATHIM 3aKOHOJATEIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TaKK€ BHYTPEHHUM JIOKYMEHTaM
I'bAOYV.

Bce T1peOoBaHus, yCTaHOBIEHHBIC [EHCTBYIOIIMM 3aKOHOJATENLCTBOM  Poccuiickoit
®denepanuu, MOJ3aKOHHBIMH aKTaMH M JIOTOBOPHBIMHM OTHOIICHHSIMHU, a Takxke noaxon ['BJIOY
K OOECIEUYEHHUIO COOTBETCTBHUS ITUM TPEOOBAHUSIM JOJDKHBI OBITH SIBHBIM O0pa3oM OMpEEICHBI,
JOKYMEHTUPOBAHBI U MOJJIEPKUBATHCS B AKTYaJIbHOM COCTOSIHUH.

I'BIOY B  OpUOPUTETHOM  HAMpaBJICHUM  JIOJDKEH  pacCMaTpUBaThCA  MEPEXO]l
a MPOrpaMMHOTO OOECTICUCHHE OTEUYECTBEHHOTO MPOU3BOAMTEIS, BKIIOUEHHOI'O B €IUHBIN PEECTp
POCCHUHCKUX MPOrpamMM AJisi AIEKTPOHHBIX BBIYMCIUTEIBHBIX MallMH U 0a3 AaHHBIX. B Tom uucne
[0 YacCTU CEPBEPHOr0, KOMMYTALIMOHHOTO OOOPYIOBaHUS M MPOrpaMMHO-aNNapaTHBIX CPEICTB
BKJIFOYEHHBIX B EIMHBIN peecTp pOCCUICKON PaarO3IEKTPOHHON MTPOTYKIIMH.

[lepecMmoTrp ¥ BHeceHHE U3MEHEHMH B HacTosmyko llonmuTuky oOCymiecTBISIOTCS
Ha MEepUOJIMYECKON U BHEIJIAHOBOM OCHOBE.
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